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1. Overview
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2. Bugs

Blocker 77|, Critical 27H, Major 477 0|2| X}E st X| XAl
(2-1) card.java

2.1.1. AX card N2 fieldE TS AHEst AKX B=

public class Card {
private String company;
private int number;
private int expires;
private int cwc;

public Card{String company, int number, int expires, imt cvc)
{

this.company = company;

Unread field: Card.company Why is this an issue? BLE-19 %

¥¥ Bug~ @ Major~ O Open» ZEEZ %E ~ 30min effot FHE W performance ~
this.number = number;

Unread field: Card.number Why is this an issue? 152 F - L10 %

¥E Bugv @ Majorv O Open~ ZEEA 22~ 30minefiot FHE W performance «

this.expires = expires;

Unread field: Card.expires Why is this an issue? BT L1 G

¥¥ Bug~ @ Major~ O Open~ ZTEZ| £~ 30min effot ZHE W performance «
this.cve = cuc;

Unread field: Card.cvc Why is this an issue? 152 o L12 S

¥¥ Bug~ @ Major> O Open~ ZEEX &~ 30min effot ZHE W performance »

H

(2-2) code.java



2.2.1. Code Z4H|9| productName fieldS &Zxstn UAX| %S

public class Code {
private String code;

private 5tring productName;

public Code(String code, String productMame)

{
this.code = code;
__this.producthame = producthame;
Unread field: Code.productName Why is this an issue? 5L H- 18 G
¥ Bug~ @ Majorv O Open~ ZTEX %S~ 30mineffot IHE W performance -
}

(2-3) controller.java

2.3.1. current_dvmlt user_type2 SHHE FHZSHA| A1 UIZ. [controllerjava line 21, 25]

. Ppublic static final int MAX_PRICE = 5808;

Unread field: Controller.current_dvm; should this field be static? Why is this an issue? 152 > L17 %
N¥ Bug~ @ Major~ O Open ~ ZTTEX| 22~ 30min effor ZAE W performance v

public static fimal int MIN_PRICE = 5@0;
public static fimal int MAX_AMOUNT = 1@

int current_dvm; // WS QHAL pHL AT

Unread field: Controller.user_type Why is this an issue? BAZEE - 121 %
¥ Bug~ @ Major> O Open~ ZEEX| %S ~ 30minefort IHE W performance ~
String inputs = "";
it user_type =
Unread field: Controller.haveOtherDvm Why is this an issue? 158 = 125 &
¥¥ Bug» @ Major» O Open v ZEEX 2~ 30minefort THE W performance «

int selectedProduct = 8; // 5 /AL 155 4%
String producthame;
int haveOtherDvm = @;

2.3.2. Buffer ReaderE MQI5t1 closedtd RUX| &2, [controllerjava line 41, 42]

BufferedReader infFile = new BufferedReader(new FileReader(f));

Use try-with-resources or close this "BufferedReader” in a "finally” clause. Why is this an issue? e~ L4 %
¥¥ Bug~ @ Blocker» O Open » ZTE[X| X2 ~ 5min effort ZHE W ceri, cwe, denial-of-service, leak +

BufferedResder infileZ = new BufferedReader(new FileReader(f2));

Use try-with-resources or close this "BufferedReader” in a "finally” clause. Why is this an issue? 1TTE T w L42 %

¥¥ Bug~ @ Blocker= O Open~ ZZEA Z2 ~ 5min effort 2HE W cert, cwe, denial-of-service, leak =



2.3.3. methoddlA] Random= M ASIT A0 makeCodedt7t 2 I OLCt random ZHME XH
m] = O

ddstn ALt Tl 0|8 ot AN 022 AH Q| field2 MBI MAEES =0l= A0
Z0t 2. [controllerjava line 215]
Random rand = new Random();
Save and re-use this "Random®. Why is this an issue? 182 f~ 1215 %
¥¥ Bug > @ Critical v O Open~ ZEIX| E2 ~ Smineflot THE W owasp-ab -

2.3.4. 2| OAIQE ZO| Interruptd] CHSH =7+ H2|7t 2 L% [controllerjava line 253]

public wvoid run () {

try {

while (true) {
ff do stuff

}ycatch (InterruptedException &) {
LOGGER. log(Level .WARN, "Interrupted!™, e);
// Restore interrupted state...
Thread.currentThread( ) .interrupt();

T catch (InterruptedBxception &) {
Either re-interrupt this method or rethrow the “InterruptedException” that can be caught here. 16417 E » 1253 G
Why is this an issue?
¥¥ Bug~ @ Majorv O Open~ ZEEX = v 15mineffot IHE W cwe, error-handling, multi-threading ~

2.3.5. fie2 YOIM ALEDH 2 closedtX| 211 UAZ. [controllerjava line 399, 423, 424]

fw = new QutputStreambriter(fops,"M5949");

Use try-with-resources or close this "Output StreamWriter” in a "finally” clause. Why is this an issue? 15412 F » L399 %

¥¥ Bug~ @ Blocker O Open~ ZTEX| 22 » 5Smineffort ZHE W cert, cwe, denial-of-service, leak =

fops = new FileOutputStream(“"src/items/"+(i+1)+"_Code.txt");

Use try-with-resources or close this "FileOutputStream” in a "finally™ clause. Why is this an issue? 15AFF - 1423 %

¥¥ Bug~ @ Blocker~ O Open~ ZZEHX| %2 ~ 5min efiort ZHE W cert, cwe, denial-of-service, leak v

fw = new OutputStreambriter(fops,"M5549"});

Use try-with-resources or close this "OutputStreamWriter” in a "finally™ clause. Why is this an issue? 15A17FE » L1424 G

¥¥ Bug~ @ Blocker= O Open~ ZZEX| ZE ~ 5min effort ZHE @ cert, cwe, denial-of-service, leak +



(2-4) main.java

2.4.1 main 0N GUIE 2dot A=H Try / catch = S2 &8¢t 0e(X2[7t 8

[main.java line3]

1 dkdlx.

2  param. I public class Main {

3 jakeb.. public static woid main{String[] args) throws InterruptedException {
Remove this throws clause. VWhy is this an issus? ITELE~ L3 %
& Code Smell» @ Blocker (O Open» ZSHT|X| 22 » 15mineffot THE @ error-handling =

4  dkdlx. GUI DVM_GUT = new GUI();

5 param. ¥

[ ¥

(2-5) gui.java

2.5.1 BufferedReader AF&Altry-catch-finallyE2 AMESH0 HHSIA close SiF

[main.java line239]

try {
dvm = new File("src/items/"+(current_id)+".txt");
code = new File("src/items/"+(current_id)+"_Code.txt");
fr = new FileReader (dvm);

br = new BufferedReader(fr);

Use try-with-resources or close this "BufferedReader” in a "finally" clause. Why is this an issue? 16AIZEE = 1239 G

¥¥ Bug ~ @ Blocker~ O Open = ZTIE| 2 ~ Sminefot IHE W cert, cwe, denial-of-service, leak

/7 normally I would prefer to use an Arraylist, but Jlist

// has @ constructor that takes a Vecter directly.

Vector<String> lines = new Vector<String>();

Vector<String> lines? = new Vector<String>(};

String line;

while((line=br.readLine())!=null) {
System.out.println(line);

lines.add(1line};

fr = new FileReader (code);
br = new BufferedReader(fr);

Use try-with-resources or close this "BufferedReader” in a "finally" clause. Why is this an issue? 16AIZEE = L2561 G

¥¥ Bug v @ Blocker v O Open v ZETX| ¥Z v 5minefot ZUE W cert, cwe, denial-of-service, leak v

while((line=br.readLine())!=null) {
System.out.println(line);
lines2.add(line);

JoptionPane.showMessageDialog(null, new JScrollPane(new JList(lines)));
JOptionPane.showMessageDialog(null, new JScrollPane(new JList(lines2}));
} catch{Exception el) {
el.printStackTrace();
} finally {
try{
if{ null != fr )} {
fr.close();

252 GUIO| Of2] L2 classSOff MASt 7 S ALEoHA| e HHSO|

[=13
=



Unused field: GUISSpecial_Button_inputcode.to Why is this an issue?
¥ Bug~ @ Major~ © Open v ZEET 22~ 30min effot 2H=

1L L1 %

% performance +

Unused field: GUISSpecial_Button_card.from Why is this an issue?
FEBug~ @ Major= O Open v ZTE|A| 22 + 30minefont ZH=

Unused field: GUISSpecial_Button_card.to Why is this an issue?
¥¥ Bug > @ Major~ O Open > ERET %2 ~ 0min effot A=

Unused field: GUISSpecial_Button_inputcode.from Why is ihis an issue?
Fi Bug+ @ Major~ O Open ~ TLET| 22 ~ 30min effort IHE

Unused field: GUISSpecial_Button_location.from Wy is this an issue?
¥¥ Bug» @ Major~ O Open ~ ZEEX %2 ~ 30min effot A=

Unused field: GUISSpecial_Button_location.to Why is this an issue?
¥¥ Bug~ @ Majer~ O Open v EEI|Z| 2= + 30mineffot THE

Unused field: GUISSpecial Button_menu.to Why is this an issue?
¢ Bug >~ @ Major~ O Open > Z2TX Z2 ~ 30min efiort IHE

Unused field: GUISSpecial_Button_priceChange.from Wy is this an issue?
¥¥Bugv @ Majorv O Openv EEEZ| 2= v 30minefiot THE

Unused field: GUISSpecial_Button_priceChange.to Why is fis an issue?
¥ Bug~ @ Major~ © Open v ZLET 22 - 30minefiont 2H=

Unused field: GUISSpecial_Button_stockChange.from Why is this an issue?
¥¥Bugv @ Majorv O Openv EEEZ| 2= v 30minefiot THE

Unused field: GUISSpecial_Button_stockChange.to Why is this an issue?
W Bug~ @ Major= O Open v ZEET 22+ 0mineflort 3=

2.5.3 AFESHA| = A2 FAKNL| SHK|

[quijava line29, 30, 31, 32, 33]

BLHY L %
% performance =

152 HY 11 %

% performance +

1B5LFHY L1 %

% performance -

1BLEY L %

® performance v

1BLEY L1 %
% performance -

BLE L %

® performance v

1BLEY L1 %

% performance v

1BLHEY U %

W performance v

BLH L %
% performance v

15 HY L %

W performance v

Unread field: GUlLlocation Why is this an issue?
F¥ Bug~ @ Major~ QO Open~ TTEX| 22+ 30mineffot TAS

152 H v 129 %

W performance =

Unread field: GUl.card Why is this an issue?
¥¥ Bug > @ Major» O Open~ ZTE|X| 22~ 30min effort THE=

Unread field: GULinputcode Why is this an issue?
¥¥ Bug = @ Major= O Open~ ZZEX| E2 ~ 30min efiort THE

//___Specigl_Button_menu menu = new Special_Button_menu(1,1);

Unread field: GUlLprice Why is this an issue?
FEBug~ @ Major~ O Open~ ZTZ/%| 22 + 30min effort TAE

/£ Special_Button selectedProduct producId = new Special Button_selectedProduct(2,1);

Unread field: GUl.stock Why is this an issue?
¥¥ Bug~ @ Major~ O Open~ ZZTX| 22 ~ 30min effort 2HE

//  Special_Button_Location Location = new Special_Button_Location(4);

I J/  Special_Button_card cord;
//  Special_Button inputcode inputcode = mew Special_Button_inputcode(6);
//  Special_Button priceChange price = new Special_Button_priceChange(7);
//  Special_Button stackChange stock = new Special_Button_stockChange(8);

158 Hw L30 %

W performance =

15 W - L3 %

W performance =

5L H - 132 %
W performance

152~ 133 %
W performance

2.5.4. interrupt Off CHaHA] 22| OfA|2t 20| F=7pHQl XM2|7t et

[guijava line845]

} catch {InterruptedException

Why is this an issue?
¥ Bug~ @ Major> O Open~ SEEX 2~ 15minefort THE

Either re-interrupt this method or rethrow the "InterruptedException” that can be caught here.

16A1ZHE » 1846 %

W cwe, error-handling, multi-threading =

el.printStackTrace();

public void run () {
try {
while (true) {
S/ do stuff

s

}catch (InterruptedException e) {
LOGGER.log{Level . WARN, "Interrupted!™, e);
// Resters interrupted state...
Thread.currentThread().interrupt();




(2-6) Msg.java

2.6.1 MAMX|DE A E|X] 2 H==0 Ot X|H [Msgjava: 4, 8, ]

|_E"] src/mainfjava/Msg java

O Unread field: Msg.Sale Why is this an issue? 152 T« L29 %

¥ Bug~ @ Major~v O Open~ ZETE[X| X2 v 30mineffot SHE W performance
O Unread field: Msg.reqLocation Why is this an issue? 152 F~ L33 %

¥k Bug~ @ Majorv O Open~ EZZEX 22~ 30mineffot THE W performance «
O Unread field: Msg.resLocation Why is this an issue? 152 A~ L35 %

¥ Bug @ Major @ Resolved (False Positive) v ESHE|X| %2 30min effot ZHE W performance

3. Vulnerability

- e §¥E

S

4. Code Smell

Blocker 97ll, Critical 1257}, 0|Q| X}ZSh X| XAt
(4-1) Controller.java
41.1 2% import 67| 2Lt RSB AT FH X2 importstE S X[ X2Z [Controllerjava:1~2]

import java.awt.*;

Explicitly import the specific classes needed. Why is this an issue? 1AL~ L1 %
@ Code Smell» @ Critical » O Open» ZTZEX ZE » 5min effiort ZHE W pitfall +

import java.io.*;

Explicitly import the specific classes needed. Why is this an issue? TEEH~ 12 %
@ Code Smell» @ Critical » O Open» ZTZEX ZE » 5min effiort ZHE W pitfall +

4.1.2 XtF MO|E stringS A2 MOS0 28I E 3 -FiControllerjava:39, 40, 398, 423]



f = new File("src/items/" + (i + 1)+".txt");

Define a constant instead of duplicating this literal "src/items/” 4 times. Why is this an issue?
& Code Smell» @ Critical »+ O Open~ ZEEX ZE ~ 10min efiot ZHE

18AZE > 139 [ %
W design -

413 {} (BE2)7t e ife Ne| (MEIARE) [Controllerjava:84, 124, 150, 179..]

if (inputs.isEmpty()) //F4

Missing curly brace. Why is this an issue?
@ Code Smell» @ Critical * O Open ¥ ZZEX| 2~ 2minefiot IHE

return -1;
if(inmputs.length() > 5)

Missing curly brace. Why is this an issue?
@ Code Smell» @ Critical * O Open ¥ ZZEX| 2~ 2minefiot IHE

4.1.4 switch WF 2| default case?t 23 [Controllerjava:89]

switch (type) {

Add a default case to this switch. Why is this an issus?
@ Code Smell» @ Critical * O Open~ TZEX| & ~ 5min effot ZHE

case 1:
if (imputs_int »= 1 && inputs_int <= 2) //&F 24

(4-2) DVM.java

4214322 SPE IZE FX [DVMjava:i51~]

public void setReservedStock(String code, int resStock) {
System.out.println("(DvM) : BIHEl code : " + code);
B for(int i = @ ; i < codes.size(); i++) {
S/System.out. println(”(DVM) : in setReservedStock, code : "+ codes.get(i).getCode());
i{(codes.get(i).getCnde().equals(code)) {
System.out.println("(DvM) : BEJL IHE TIFE : " + code);
String name = codes.get(i).getProductName();
Bl for(int 3 = @ 5 3 < 20; j*+) {
//System.out.printin("(DVM) : in setReservedStock, name : "+ products[j].getName());
if(products[j].getName().equals(name)) {

Refactor this code to not nest more than 3 ififorfwhile/switchftry statements. Why is this an issue? 16A|Z F = L58 %
@ Code Smell» @ Critical ¥ O Open~ ZEIX 22~ 10min effori ZHE W brain-overload =
system.out.println(*(Dv4) : 0|E0] HE ZFE : " + name);
System.out.println("(DVM) : before reservedStock : " + products[j].getReservedStock());

products[j].setReservedStock(products[j].getReservedstock()+resStock);
System.out.println("{DVM) : after reservedStock : " + products[j].getReservedStock());

(4-3) GUl java

182 A~ L82 %
W cert, pitfall =

16AIZHE v L34 %
W cert, pitfall =

182 H v 189 G

W cert, cwe -

4.3.1{} 3227 gl= ife Me| (AR [GUIjava:222, 476, 481, 483..]



if(current_dvm.isEmpty() || current_dvm.length() > 5) //4fE &3

Missing curly brace. Why is this an issue? 16A|ZFHE = LATE S
& Code Smell~ @ Critical v O Open~ ZEEX| %S~ 2min efiod ZHE W% cert, pitfall v
return -1;
try {

int id = Integer.parselnt(current_dwm);
if (!(current_dvm.equals(Integer.toString(id)}))

Missing curly brace. Why is this an issue? 16AIZEE ~ 1481 %
@ Code Smell ~ @ Critical »+ O Open~ ZZE| 22~ 2min effot THE W cert, pitfall =
return -1;
if(id >= 1 && id <= 18)
Missing curly brace. Why is this an issue? 16A1ZH T - L483 %
@ Code Smell~ @ Critical * O Open » ZZEIX| 22 ~ 2min effort ZHE W cert, pitfall =

return id;
} catch(Exception e) {
e.printStackTrace();
¥

return -1;

4.3.2 default case?t S+ switch& [GUIjava:825]

Add a default case to this switch. Why is this an issue?
& Code Smell» ¢ Critical » O Open~ EEZ|X| 22 » 5mineffot THE

16AIZFH v L85 %

W cert, cwe -

4.3.3 replaceAll CHA! replace AHEE A (B EHAZ E83=

(" v, ) FY R

I current_dvm = current_dwm.

Z40] OFL| ) [GUljava:475]

Replace this call to "replaceAll()” by a call to the "replace()” method. Why is this an issue?
& Code Smell v  Critical v O Open~ ZEZEX| ZS v 2min efiot ZHE

16AILETE » L4TE %

W performance, regex =

434 static¥ ZR7t gl WE static® 0|A & A [GUljava:18~29]

new JLabel[20];

Make the enclosing method "static™ or remove this set. Why is this an issue? 17AIZEE ~ 18T %
@ Code Smell ~ @ Critical + O Open~ TS| &~ 20minefiot ZAE W multithreading

price_label = new Jlabel[20];

Make the enclosing method "static” or remove this set. Why is this an issue? 17AIZE R v L88 %
® Code Smell v  Critical O Open~ ZEZX| 2Z ~ 20mineffort IAE @ multithreading v

//System.out.printtn(”A");
for (int i =05 1 <20; ix) ¢

img_label[i] = new JLabel(new ImageIcon(img[i].getScaledInstance(8@, 89, Image.SCALE_FAST)));
el[i] = new Jlabel{(i + 1) + "." + cont.dvm[cont.current_dvm].products[il.getNane());

Make the enclosing method "static” or remove this set. Why is this an issue? 17AZ E v 192 %
@ Code Smell » @ Critical + O Open~ ZTEZ &~ 20minefot IHE W multi-threading ~

price label[i] = new Jlabel(Integer.toString(cont.dvm[cont.current_dvm].products[i].getPrice()));

Make the enclosing method "static™ or remove this set. Why is this an issue? AIZE T v 193 %
@ Code Smell » @ Critical + O Open~ ZTEX S~ 20minefot IAE W multi-threading



